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PAPER 1 : BASIC OF COMPUTER AND CYBER SECURITY

TIME : 03 Hours Marks : 100

NB.

1] All questions are Compulsory

2] Figures to right indicate marks

3] Attempt any 04 Questions from given problems

Q.1} Explain Operating Systems & Its Types in Computer? (25)

Q.2} What are Search Engine ? Explain Functions & Features of Search Engines? ( 25)
Q.3} Explain Computer & its Component [Hardware] ? (25)

Q.4} What is Computer Security? Explain various types of Cyber attack? (25)

Q.5} Explain Digital Signature & Its Significance in modern era of Globalizations ? (25)
Q.6} M —Commerce & Its Advantages & Disadvantages? (25)

Q.7} Write Short Notes on [Any 02] (25)

A] INTERNET

B] CRYPTOGRAPHY

C] E-Commerce
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Q 1. Explain in detail the possibility of getting civil law remedies for a cyber wrong under IT Act. Explain
the powers and functions of the Adjudicating Authority in adjudicating such civil disputes under the

Act.2008?

Q 2.Explain

1. The powers and functions of Controller of Certifying Authorities under the IT Act 2008.
2. Explain the concept of cyber jurisdiction .

Q 3.? Explain the extent of criminal liability (offences) that can be imposed upon the offender under
Information Technology Act of 2000 (2008).with penalty?

Q 4. What do you mean by Trade Mark? What are the rights of Trade Mark Holder? Describe the
importance of trade marks in cyberspace?

Q 5. Explain the legal procedure of producing a computer output as an evidence before the court?

Q 6. Define Digital Signature? Discuss the provisions relating to digital signature and electronic
governance under the Information Technology Act, 2000/2008?

Q 7. Write Short Note:- (Any two)
a. Cyber Regulation Appellate Tribunal.

b. Duties of Subscriber.
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Attempt any four questions.

All questions carry equal marks.

. Write Short Notes. (Any Two)

A. Hacking

B. Cyber Terrorism

C. Tllegal online selling & Gambling

. Discuss the various steps involved in investigation of Cyber crime.

. Explain the powers of Police officer in investigating cyber offences, with a special reference
to Indian Laws. '

_ Elaborate the law relating to cyber defamation and how it is different from the traditional
coﬁcept- of defamation?

. Cyber crimes have been on the rise in recent times. Explain the mode and manner of
committing cyber crime, giving examples of recent cases in India involving cyber crime.

. Digital forensics is an essential process for detecting cyber crimes. Discuss with examples of
tools used in digital forensics.

. 'What are the procedural directions given by Hon’ble Supreme Court of India for initiating

telephone tapping, explain with Indian Case laws.



